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NSW Independent Trial Exam 
Enterprise Computing Year 12 Trial HSC Examination 2025 

SUGGESTED ANSWERS AND MARKING CRITERIA 

Section I – Objective Response (20 marks) 

Multiple choice (8 marks) 
1 2 3 4 5 6 7 8 
C D C D B D B B 

Multiple answer (4 marks 
9 10 11 12 
B, E, F, H B, C, E, F A, B, D, E C, D 

Matching (8 marks) 
13 14 15 16 
1D 
2E 
3B 
4C 
5F 
6A 

1B 
2C 
3D 
4A 
5F 
6E 

1D 
2F 
3B 
4E 
5A 
6C 

1F 
2C 
3A 
4B 
5E 
6D 



Question 13 2 marks

Answer:

Data
Wareho

use

Ordinal
Data

Pivot
Table

Blockc
hain

Ratio
Data

Data
Mining

A central system for storing
large volumes of data from
multiple sources

✔ ○ ○ ○ ○ ○

Data that includes a
meaningful zero and allows for
comparison using
multiplication/division

○ ○ ○ ○ ✔ ○

A tool used in spreadsheets to
summarise and group large
datasets

○ ○ ✔ ○ ○ ○

Technology that records
transactions securely in a
decentralised, tamper-proof
ledger

○ ○ ○ ✔ ○ ○

A type of data that is ordered
but does not have consistent
intervals between values.

○ ✔ ○ ○ ○ ○

Analysis process that reveals
patterns or trends in large
datasets

○ ○ ○ ○ ○ ✔



Question 14 2 marks

Answer:

Aggre
gation

and
Filteri

ng

Predic
tive

Analy
sis

Real-
Time
Data

Updat
es

Patt
ern
Rec
ogni
tion

Inter
activ

e
Visu
alisa
tion

Unstruc
tured

Dataset

Selecting from datasets based on
specific conditions and summarising
using trends, averages and clusters.

✔ ○ ○ ○ ○ ○

Uses forecasts and past data trends
to help users anticipate future
events.

○ ✔ ○ ○ ○ ○

Dashboards that constantly refresh
with new data.

○ ○ ✔ ○ ○ ○

Identifying similarities within data
enabling the system to learn, make
decisions and solve problems.

○ ○ ○ ✔ ○ ○

The ability for users to specify
criteria or drill down and the display
refreshes immediately.

○ ○ ○ ○ ✔ ○

Data that has no fixed format, such
as text and video.

○ ○ ○ ○ ○ ✔



Question 15 2 marks

Answer:

Micr
ocon
troll
ers

Actuat
ors
and

Motor
s

Hapt
ics

Sen
sor
s

Biom
etric

s

Touc
h and
Gestu

re
Reco
gnitio

n

Low-level embedded processors that
execute programmed control logic in real
time.

✔ ○ ○ ○ ○ ○

Convert electrical signals into mechanical
movement, enabling physical responses
based on digital instructions

○ ✔ ○ ○ ○ ○

Physical feedback from a system including
pressure, vibration and pulses.

○ ○ ✔ ○ ○ ○

Measures quantifiable changes in the
environment and provides raw input data to
a system.

○ ○ ○ ✔ ○ ○

Using a person’s physical or behaviour
traits to identify or verify who they are.

○ ○ ○ ○ ✔ ○

Capture tactile or motion-based input and
interpret it as user commands.

○ ○ ○ ○ ○ ✔



Question 16 2 marks

Answer:

Process
Online
Display

Direct
Access
Storag

e

Online
Input

Paper
Docu
ment

Manual
Operati

on

1 ✔ ○ ○ ○ ○ ○

2 ○ ✔ ○ ○ ○ ○

3 ○ ○ ✔ ○ ○ ○

4 ○ ○ ○ ✔ ○ ○

5 ○ ○ ○ ○ ✔ ○

6 ○ ○ ○ ○ ○ ✔
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Section II – Short Answer (60 marks) 

Data science 

Question 17 

Marking Criteria Marks 

Correctly defines data bias. 2 

Identifies a feature of data bias. 1 

Data bias refers to systematic errors in a dataset that can arise from issues such as selective sampling, 
underrepresentation of certain groups, or measurement errors. Data bias leads to inaccurate, 
misleading, or discriminatory results in analysis or decision-making. 

Question 18 

Marking Criteria Marks 

Provides a clear distinction between a data lake and a data swamp. 3 

Outlines a data lake and/or a data swamp. 2 

Identifies features of a data lake and/or a data swamp. 1 

A Data Lake is a centralised storage system that holds vast amounts of raw data in its native format, 
whether structured or unstructured. It is well-managed with proper governance, metadata and 
indexing. It allows users to easily find, access and analyse the data for insights and decision-making. 

In contrast, a Data Swamp occurs when a Data Lake is poorly managed or neglected. It becomes 
cluttered with disorganised, low-quality or outdated data. It also lacks proper structure and metadata. 
This makes the data difficult to trust, find or use effectively, ultimately reducing its value for any 
meaningful analysis. 
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Question 19 

Marking Criteria Marks 

Constructs a syntactically correct SQL query that returns the required information. 4 

Constructs an SQL query that provides most of the required information. 3 

Constructs an SQL query that identifies some links to the data. 2 

Identifies components of an SQL query. 1 

The following solution uses a right join which ensures that all pets, whether associated with an owner 
of not, are returned. 

SELECT 
    Owners.First_name, 
    Owners.Surname, 
    Owners.Email, 
    Pets.Pet_name, 
    Pets.DOB 
FROM 
    Owners 
    RIGHT JOIN Pets ON Owners.Owner_ID = Pets.Owner_ID 
WHERE 
    Pets.Type = "Dog" 
ORDER BY 
    Pets.Pet_name; 

The following solution returns all pets that have an owner. Strictly this does not answer the question 
precisely, however the Course Specifications do not specify the JOIN keyword hence this solution 
should also be awarded full marks. 

SELECT 
    Owners.First_name, 
    Owners.Surname, 
    Owners.Email, 
    Pets.Pet_name, 
    Pets.DOB 
FROM 
    Owners, 
    Pets 
WHERE 
    Owners.Owner_ID = Pets.Owner_ID 
    AND Pets.Type = "Dog" 
ORDER BY 
    Pets.Pet_name; 

It is arguable that qualifying each field using the table name is not required when the field name is 
unique across the query. We recommend students do fully qualify fields using the table name to be 
clear in all cases. 

A MS-Access database “q19 pet store.accdb” is included in the zip file with the online version of this 
exam for use with students when reviewing the exam after the security period. 
  



Enterprise Computing Year 12 Trial HSC 2025 Suggested Answers and Marking Criteria 

Page 4 of 15 

Question 20 

Marking Criteria Marks 

Comprehensively explains how informatics tools and processes can be applied to the given 
scenario to support a deeper understanding of the data. 

6 

Describes how informatics tools and processes can be applied to the given scenario to support 
a deeper understanding of the data. 

5 

Outlines how informatics tools and processes can be applied to the given scenario to support 
a deeper understanding of data. 

4 

Outlines how informatics tools and/or processes can be applied to support a deeper 
understanding of data. 

3 

Identifies informatics tools and/or processes. 2 

Identifies a feature of an informatics tool and/or process. 1 

The sales data provided lists details for various transactions. Informatics plays a crucial role in 
enhancing our understanding of this data by improving how we collect, organise, analyse, share, and 
visualise it. 

1. Data Collection 

Informatics enables efficient collection of data like this through electronic point-of-sale (POS) systems, 
digital forms, and automated inventory tracking. Each pet store sale is captured electronically with 
accurate data, quantities, and customer details. This reduces human error and ensures that the data is 
timely and comprehensive, which is essential for managing stock and understanding customer 
purchasing habits. 

2. Data Organisation 

Once collected, informatics tools such as relational databases or data management systems help 
organise the sales data systematically. This dataset could be stored in a database where each 
transaction is a record with fields like date, item, quantity, price, and customer extracted from the 
underlying database as is shown in the example. This allows quick retrieval and updating and supports 
complex queries (e.g. sales by date or by category) and maintains data integrity for future analysis. 

3. Data Analysis 

Informatics offers statistical software and machine learning tools that can analyse this sales data to 
discover trends or anomalies. For example, analysts could identify which items sell best, detect 
seasonal sales patterns, or segment customers by purchase behaviour. Using such analysis, the pet 
store could optimise inventory, target marketing campaigns, or forecast future demand more 
accurately. 

4. Data Interoperability 

Through informatics standards and protocols (such as CSV, XML, or APIs), this sales data can be easily 
shared with accounting software, inventory management systems, or marketing platforms. This 
interoperability means that data collected at the point of sale can be reused across multiple systems 
without manual re-entry. 

5. Data Visualisation 

Finally, informatics enables visualisation of this data through charts, dashboards, or interactive 
reports. For instance, a dashboard could display total sales by category over time, highlight top-selling 
items, or track customer purchase frequency. Visualisations make it easier for managers and 
stakeholders to grasp complex data quickly and make informed decisions based on clear patterns or 
insights revealed. 
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Data visualisation 

Question 21 

Marking Criteria Marks 

Defines data integrity and outlines its importance 2 

Defines data integrity or outlines some aspect of its importance 1 

Data integrity refers to the accuracy, consistency, and reliability of data throughout its lifecycle, 
ensuring that it remains correct and unchanged unless properly modified. When data integrity is high 
the resulting information and data visualisations will truthfully reflect reality and hence decisions will 
be better informed. If data is out of date or inaccurate then data visualisations and decisions are 
compromised. Furthermore inaccurate data, such as out-of-date email addresses, credit cards, etc. 
will result in poor marketing and invoicing. 

Question 22 

Marking Criteria Marks 

Describes how data visualisations improve understanding and communication AND provides 
multiple examples of data visualisations. 

3 

Outlines how data visualisations improve understanding and communication AND provides at 
least one example of a data visualisation. 

2 

Identifies a feature of data visualisations that would improve understanding and 
communication OR provides at least one example of a data visualisation. 

1 

Data visualisation aims to simplify understanding by converting complex data into visual formats. 
Visual tools serve two key purposes, identifying data patterns and clearly communicating insights. 
Visual tools such as graphs, charts, and maps help users detect trends, relationships, and outliers that 
may be difficult to recognise in raw numerical data. For example, a line graph displaying monthly 
temperatures allows users to quickly see seasonal changes over time. In addition to making data 
easier to interpret, visualisations also support effective communication. They allow complex 
information to be presented simply and engagingly, making it easier for different audiences, including 
non-technical users, to understand the main message. By combining clarity with visual appeal, data 
visualisations enhance the understanding and communication of data. 

Reponses may also be in point: 

• Supporting decision-making – Visualisations help stakeholders quickly assess the current 
situation, compare options, and choose the most informed action (e.g. sales dashboards showing 
performance by region). 

• Simplifying complex data – Data visualisations condense large volumes of information into 
accessible visuals, helping users process data more efficiently without needing to interpret raw 
figures. 

• Highlighting relationships or correlations – Scatter plots or heat maps can show how variables 
relate to each other, revealing potential causes, trends, or anomalies. 

• Engaging the audience – Well-designed visuals attract attention and maintain interest, especially 
when storytelling is used to guide the viewer through the data. 
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Question 23 

Marking Criteria Marks 

Describes a visualisation that meets the requirements of the question AND describes how to 
produce such a visualisation. 

4 

Describes a visualisation that meets some of requirements of the question AND outlines how 
to produce such a visualisation. 

3 

Describes a visualisation that meets the requirements of the question OR describes how to 
produce such a visualisation. OR  
Outlines a visualisation that meets some requirements AND identifies how to produce it in 
simple terms. 

2 

Outlines a visualisation that meets some requirements OR identifies how to produce it in 
simple terms. 

1 

A bar graph the has a bar for average weekday screen time and average weekend screen time for 
each age child would be a suitable data visualisation. 

The visualisation would be best produced using a spreadsheet and then use it’s pivot table and pivot 
graph functionality. First import the data from the survey into a worksheet. Highlight the data and use 
the pivot table and pivot chart options. 

Each row in the pivot chart will be a different age in ascending order. There will be a column for age, 
column for average weekday and column for average weekend. In Excel this is accomplished by 
dragging the Age attribute to the Rows area of the Pivot table fields dialogue. Drag weekday and 
weekend to the columns area and choose average as the aggregate function for each. Do similar for 
the pivot table and then add a legend such that the colours for the weekday and weekend averages 
contrast. 

The final pivot chart will visually show the difference between weekday and weekend screen time for 
each age group. It also shows at a glance the relative differences between ages – perhaps old children 
spend more time in front of a screen for example. 

An excel spreadsheet “q23 screen time by age.xlsx” is included in the zip file with the online version of 
this exam for use with students when reviewing the exam after the security period. The following 
screenshot is from this spreadsheet. 
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Question 24 

Marking Criteria Marks 

Comprehensive explanation demonstrating an in-depth understanding of how a range of UX 
design principles enhance users’ ability to quickly and accurately interpret data, clearly 
showing how these principles contribute to effective data visualisation. 

6 

Thorough description demonstrating a clear understanding of how a range of UX design 
principles help users interpret data to improve the effectiveness of data visualisation. 

5 

Sound description showing how selected UX design principles support users in interpreting 
data through data visualisation. 

4 

Outlines how some UX design principles support data interpretation in data visualisation. 3 

Outlines a UX deign principle that supports data interpretation in data visualisation. 2 

States a UX design principle or element of data visualisation. 1 

User experience (UX) principles are design strategies that focus on creating intuitive, user-centred 
interactions. These principles aim to improve how users interact with and interpret information, 
ensuring it is clear, meaningful, and engaging. Data visualisation involves turning complex data into 
visual formats such as graphs, charts, or dashboards (as we see in the screenshot) to help users 
identify trends, outliers, patterns, and insights more effectively.  

When applied to data visualisation, UX principles become powerful tools for insight and decision-
making. They significantly enhance the user's ability to interpret data quickly and accurately to gain 
meaning or understand its purpose. For instance, the line graphs and bar charts like those in the 
screenshot are excellent for visualising trends both historical and also predictions for the future.  

UX design principles such as clarity, interactivity, storytelling and consistency focus on creating user-
friendly visualisations that allow users to interpret data quickly and accurately to make informed 
business decisions. 

• Clarity: Clear data visualisations are crucial for user understanding. Effective UX design simplifies 
complex data into easily interpretable visuals. The bar charts, pie charts, and other graphs in the 
screenshot are well spaced with borders and “white space” used well to separate elements 
visually. Choosing the right visualisation type and ensuring the visual elements are not cluttered 
enhances clarity.  

• Interactivity: UX design often includes interactive features that make data visualisations more 
engaging. Elements like zooming, filtering, and hovering over data points to reveal additional 
information allow users to explore data on their terms. This interactivity enhances engagement 
and enables users to focus on the data most relevant to their specific needs. Additionally, users 
can manipulate the data, providing them with more control over their experience, which leads to 
more relevant and meaningful insights. 

• Storytelling: Good visualisations tell a story by providing context and a clear narrative. For 
example the timeline in the screenshot is a great way to convey significant events over time and 
hence tells and historical story. This might include highlighting a key trend, adding explanatory 
notes, or sequencing charts to build a logical flow. Effective data visualisation helps to curate data 
into a form that is easier to understand, spotlighting trends and outliers. 

• Consistency: Consistent design reduces mental effort and builds trust. When visual elements like 
colours, fonts, and layouts remain uniform across charts, users don’t have to relearn styles and 
can focus on the data itself. For example, using the same colour to represent a category across 
several charts prevents confusion. Similarly, placing navigation controls in the same location 
makes interactions intuitive. Headings, legends and data labels should be consistent in terms of 
design font and size. A consistent design also looks professional and strengthens users’ 
confidence in the information presented. 
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There are no specific design principles specified in the syllabus – students may respond by classifying 
design principles in a range of different and legitimate ways. For example responses may include the 
following.  

• Audience Understanding: One of the core UX principles is tailoring the visualisation to the target 
audience. Understanding who will be interacting with the visualisation, whether a general user, a 
data analyst, or a decision-maker, is essential for creating relevant and intuitive designs. For 
instance, a visualisation aimed at business executives may focus on high-level trends, while one 
for data experts may include more granular details. Aligning the visualisation with the user’s 
expertise and needs makes it more effective and engaging. 

• Consistent Visual Language: A consistent visual language across all data visualisations reduces 
cognitive load and makes it easier for users to interpret the data. By maintaining uniformity in 
design elements, such as colours, chart types, and labels, UX principles help ensure that users can 
quickly understand the meaning behind the visuals. Consistency in design creates familiarity, 
reducing the mental effort required to interpret different data points and allowing users to focus 
on analysis and decision-making. 

• Live Analysis: Incorporating live analysis into data visualisations adds another layer of interactivity 
and relevance. Live analysis enables users to interact with real-time data and access up-to-date 
insights for immediate decision-making. For instance, real-time stock market data can be 
integrated into visualisations in a financial dashboard to reflect current trends. This dynamic 
feature enhances the user experience by providing the most current information, ensuring that 
users make timely and well-informed decisions. 

• Customisation: The ability to customise a data visualisation is another key UX principle. 
Customisation allows users to adjust visualisations according to their preferences, such as 
changing chart types, adjusting time ranges, or highlighting specific data points. This 
personalisation ensures that users can focus on the most relevant aspects of the data for their 
specific context, improving comprehension and decision-making. For example, a user might want 
to filter out certain variables that are not important to their analysis, thereby enhancing the focus 
and clarity of the visualisation. 

• Emotional Engagement: UX design can also focus on emotional engagement, making data more 
relatable and memorable. By leveraging storytelling techniques, visualisations can highlight 
trends or anomalies that evoke emotions, making the data more impactful. When users can 
connect emotionally to the data, they are more likely to remember key insights and take 
appropriate action. For example, visualising data in a narrative form helps users understand not 
just the numbers but also the story behind them, increasing the emotional resonance of the data. 

• Accessibility: Good UX includes everyone. Ensuring adequate colour contrast, readable font sizes, 
and visuals that are screen-reader friendly makes the data usable by people with diverse needs. 
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Intelligent systems 

Question 25 

Marking Criteria Marks 

Clearly outlines an example enterprise where the data leads to an automated intelligent 
decision. 

2 

Identifies a correct example of data use in automated decision-making. 1 

Stock control within a retail enterprise. Historical sales data and the wholesale price of items is 
analysed to predict future sales and decide how much stock to carry at different time of the year. 
Some products, such as Christmas items, are very seasonal but are also their wholesale price is likely 
much higher in the lead up to Christmas. An intelligent system can make decisions about when and 
how much product in order to optimise profitability. 

Question 26 

Marking Criteria Marks 

Good discussion of a range of ethical issues relevant to the scenario. 3 

Outlines ethical issues relevant to the scenario. 2 

Identifies an ethical issue of relevance. 1 

The use of cameras with facial recognition in retail stores raises several ethical issues, particularly 
around privacy, consent, bias, and data security: 

Customers are entitled to a certain level of privacy even in public setting. This is a particular issue if 
customers are not aware they are being recorded or scanned by facial recognition systems. It can feel 
intrusive, especially when personal traits are analysed without explicit consent. 

There is balance between the retail store being able to detect theft and the privacy of customers. 
Perhaps seeking consent via signs at the entrance to the store will go some way to alleviating theft 
and privacy concerns. A potential thief is likely deterred if they suspect their identity can be 
determined using facial recognition. 

There is evidence showing the facial recognition software is less accurate for certain racial 
backgrounds and body types. This could lead to bias, false identification and false charges. 

Data security of the video and identification of customers resulting from the facial recognition system. 
Should a retail store be able to store such data in the first place, and how will they secure such data? 
Facial biometric data could potentially be used to perform identity theft, for example. 
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Question 27 

Marking Criteria Marks 

Provides a clear, well-reasoned analysis of how all components interact, and judges their 
combined effectiveness in the system. 

 

4 

Describes how most components interact and makes a reasonable connection to system 
effectiveness. 

3 

Outlines multiple relevant components and their functions in intelligent security systems 2 

Identifies some relevant components and their functions 1 

The components work together to automate and secure the system.  

The biometric scanner takes and image of the person and identifies particular facial features or 
analyses their fingerprints. It then looks a match with users in the system. If a match is found, then a 
signal is sent to the microcontroller in the relevant door lock. The controller then opens a circuit to 
provide power to the lock such that the actuator (likely an electromagnet) causes the striker to be 
disengaged such that the door opens. 

Motion sensors generally detect movement using infrared heat but may also detect sound waves. The 
sensor then closes a circuit attached to the microcontroller which in turn sends a digital signal to the 
intelligent system. Often when motion is detected a camara is turned on and commences recording in 
the relevant area. A guard can be directed to the area to investigate via a text message. 

The use intelligent security systems reduces the need for human guards and provides fast, secure, and 
traceable access control. The interaction between the system components helps ensure that only 
authorised individuals gain entry and unauthorised entry is detected which increases both security 
and efficiency. 
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Question 28 

Marking Criteria Marks 

Describes the role of each significant component of an expert system that simulates a 
mechanic diagnosing an engine that won’t start. 

6 

Describes the role of most components of an expert system that simulates a mechanic 
diagnosing an engine that won’t start. 

5 

Describes the role of a least two components of an expert system that simulates a mechanic 
diagnosing an engine that won’t start. 

4 

Outlines the role of most expert system components without significant reference to the 
scenario. 

3 

Identifies most expert system components without significant reference to the scenario. 2 

Response indicates some knowledge specific to expert systems. 1 

An expert system that simulates a mechanic diagnosing an engine that won’t start mirrors the logical 
steps and knowledge of an experienced mechanic.  

An expert system typically includes the following components: 

• Knowledge base. This is where the system stores the mechanic’s knowledge, facts, and rules. For 
example it would include symptoms, such as “engine cranks but does not start. Also rules such as 
“if battery is charged and engine cranks and no spark then check ignition coil”. Some rules are not 
so definitely, they may be based on rules of thumb aka heuristics. For instance a mechanic may 
know from experience that ignition issues in a single cylinder are something like 60% likely due to 
a faulty spark plug. 

• Inference engine: This the component that does the thinking. It uses the known facts and rules to 
reach conclusions. If a definitive conclusion cannot be reached then further questions will be 
needed to enable the inference engine to further interrogate the knowledge base. For example, if 
replacing the ignition coil does not solve the problem then the inference requires detail on the 
fuel system in order to diagnose fuel system components based on its knowledge base. 

• User interface: The means by which the expert system communicates with the user to ask 
questions and provide advice.  

• Explanation mechanism: Expert systems are able to explain why they reach conclusions by 
examining each of the rules that fired. For example, the system can explain that as the engine 
cranks there is no issue with the starter motor. 

• Knowledge acquisition: This is for collecting the facts and rules. Often a knowledge engineer is 
engaged to logically code the expertise of the mechanic. The knowledge engineer works with the 
expert to create the knowledge base. 
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Enterprise project  

Question 29 

Marking Criteria Marks 

Outlines two tools that support the design and development of enterprise projects. 2 

Identifies a tool that could be used to manage an enterprise project 1 

A Gantt chart is a visual tool for planning and ensuring that enterprise projects are being completed to 
schedule, with different subprojects having different deadlines. A process diary may also be used by a 
team to records daily project activities and reflections as a part of their system development process. 

Answers could also include: 

• Online collaboration 

• Budget 

• System flowcharts 

• Data flow diagrams 

• Decision trees 

Question 30 

Marking Criteria Marks 

Explains how stakeholder feedback can influence the design and development an enterprise 
system. References a specific development approach where feedback supports system 
development. 

3 

Describes how stakeholder feedback can influence the design and development an enterprise 
system. 

2 

Identifies a feature of feedback 1 

Stakeholder feedback can reveal specific needs or unexpected issues related to a developing system, 
prompting teams to adjust timelines, budgets or features. Effective communication with stakeholders 
ensures user satisfaction in the development of a new project, enhancing the possibility of a final 
product's success. 

The prototyping system development approach can incorporate stakeholder feedback as a part of the 
development process. Stakeholders can experience a working model of a developing system and 
provide their input related to areas of function, efficiency and design. From here a development team 
can then modify the prototype to better meet the stakeholders needs.  
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Question 31 

Marking Criteria Marks 

Using the information presented in the decision tree, explains different ways users can 
authenticate themselves when accessing this new system AND justifies the reasoning that 
may be behind the use of this specific strategy and outline any perceived issues. 

4 

Using the information presented in the decision tree, explains different ways users can 
authenticate themselves when accessing this new system. 

3 

Outlines ways users can authenticate themselves when accessing this new system based on 
the decision tree. 

2 

Identifies a feature of a decision tree. 1 

Based on the decision tree displayed, users need to firstly authenticate themselves using their 
username credential. If a user is unable to remember their username information, then there is no 
way they can access this new system. 

When it comes to their password their appears to be a bit more flexibility. This may be at the 
discretion of each user, but if a user does not enter or remember their correct password, they are still 
able to access the system using multi-factor authentication (MFA) and entering a correct one-time 
password (OTP) that is sent to their mobile phone as a text message. This supports system access for 
the user by using flexible security protocols. 

While this method provides options to support user access, it may make using password 
authentication a bit redundant as it can be bypassed to access the system. It could also be seen as 
impacting the integrity of the MFA method, as not all factors are required to access the system. 

Answers may also include and argument that correct username and password should allow users 
direct access to a system without the use of MFA. 
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Question 32 

Marking Criteria Marks 

Excellent discussion, addressing all FOUR factors and how each affects the development of the 
scenario’s system. 

6 

Good discussion, addressing all FOUR factors and how each affects the development of the 
scenario’s system 

5 

Good discussion, addressing THREE factors and how each affects the development of the 
scenario’s system 

4 

Good discussion, addressing TWO factors well OR all FOUR factors trivially, including how each 
affects the development of the scenario’s system. 

3 

Outlines ONR factor OR discussed TWO factors. 2 

Identifies a relevant factor. 1 

Offshore development has allowed Maxwell to access skilled professionals in different countries, the 
freelance UX designer in Vietnam provides design services that may not be locally available or 
potentially be more affordable than local workers, supporting both the quality and cost of the system 
being developed. 

Working remotely offers flexibility for developers and project managers, as seen with the backend 
developer based in Perth. This can improve job satisfaction and reduce costs for the enterprise. 
Freelance work provides enterprises and start-ups with the ability to scale their workforce 
temporarily without committing to long-term contracts.  

However, working across time zones can delay communication and feedback, leading to slower 
iterations and potential misunderstandings unless clear schedules and online collaboration tools are 
used effectively. Freelancers may be working on multiple projects simultaneously, which can reduce 
availability and commitment to the enterprise project unless expectations are clearly defined upfront. 

The changing nature of enterprise has enabled the growth of start-ups by lowering entry barriers. 
Cloud-based collaboration, flexible staffing models and remote work options mean start-ups like 
Maxwell’s can operate without large investments in physical infrastructure or full-time staff, 
especially when supported by larger enterprises. This agility allows them to innovate quickly and 
respond rapidly to market demands, making enterprise computing projects more dynamic and 
scalable. 
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Mapping Grid 

Question Marks Content 
Syllabus 
outcomes 

Targeted 
performance 
bands 

1 1 Data science EC-12-08 2-3 
2 1 Data science EC-12-02 3-4 
3 1 Data visualisation EC-12-08 2-3 
4 1 Data visualisation EC-12-05 3-4 
5 1 Intelligent systems EC-12-01 2-4 
6 1 Intelligent systems EC-12-01 3-4 
7 1 Enterprise project EC-12-08 2-3 
8 1 Enterprise project EC-12-08 4-5   
9 1 Data science EC-12-03 3-4 
10 1 Data visualisation EC-12-03 4-5 
11 1 Intelligent systems EC-12-06 3-4 
12 1 Enterprise project EC-12-09 3-4 
13 2 Data science EC-12-06 3-4 
14 2 Data visualisation EC-12-04 5-6 
15 2 Intelligent systems EC-12-06 4-5 
16 2 Enterprise project EC-12-08 3-4  
17 2 Data science EC-12-07 2-3 
18 3 Data science EC-12-04 4-5 
19 4 Data science EC-12-05 4-6 

20 6 Data science 
EC-12-04 
EC-12-08 

4-5 

21 2 Data visualisation EC-12-03 3-4 
22 3 Data visualisation EC-12-05 3-4 
23 4 Data visualisation EC-12-08 4-5 
24 6 Data visualisation EC-12-11 5-6 
25 2 Intelligent systems EC-12-04 2-4 
26 3 Intelligent systems EC-12-07 3-5 
27 4 Intelligent systems EC-12-10 4-6 

28 6 Intelligent systems 
EC-12-05 
EC-12-08 5-6 

29 2 Enterprise project EC-12-08 2-4  
30 3 Enterprise project EC-12-10 3-4  

31 4 Enterprise project 
EC-12-09 
EC-12-12 

4-5  

32 6 Enterprise project EC-12-06 3-6  
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	Section II – Short Answer (60 marks)
	Data science
	Question 17
	Data bias refers to systematic errors in a dataset that can arise from issues such as selective sampling, underrepresentation of certain groups, or measurement errors. Data bias leads to inaccurate, misleading, or discriminatory results in analysis or...
	Question 18
	A Data Lake is a centralised storage system that holds vast amounts of raw data in its native format, whether structured or unstructured. It is well-managed with proper governance, metadata and indexing. It allows users to easily find, access and anal...
	In contrast, a Data Swamp occurs when a Data Lake is poorly managed or neglected. It becomes cluttered with disorganised, low-quality or outdated data. It also lacks proper structure and metadata. This makes the data difficult to trust, find or use ef...
	Question 19
	The following solution uses a right join which ensures that all pets, whether associated with an owner of not, are returned.
	SELECT
	Owners.First_name,
	Owners.Surname,
	Owners.Email,
	Pets.Pet_name,
	Pets.DOB
	FROM
	Owners
	RIGHT JOIN Pets ON Owners.Owner_ID = Pets.Owner_ID
	WHERE
	Pets.Type = "Dog"
	ORDER BY
	Pets.Pet_name;
	The following solution returns all pets that have an owner. Strictly this does not answer the question precisely, however the Course Specifications do not specify the JOIN keyword hence this solution should also be awarded full marks.
	SELECT
	Owners.First_name,
	Owners.Surname,
	Owners.Email,
	Pets.Pet_name,
	Pets.DOB
	FROM
	Owners,
	Pets
	WHERE
	Owners.Owner_ID = Pets.Owner_ID
	AND Pets.Type = "Dog"
	ORDER BY
	Pets.Pet_name;
	It is arguable that qualifying each field using the table name is not required when the field name is unique across the query. We recommend students do fully qualify fields using the table name to be clear in all cases.
	A MS-Access database “q19 pet store.accdb” is included in the zip file with the online version of this exam for use with students when reviewing the exam after the security period.
	Question 20
	The sales data provided lists details for various transactions. Informatics plays a crucial role in enhancing our understanding of this data by improving how we collect, organise, analyse, share, and visualise it.
	1. Data Collection
	Informatics enables efficient collection of data like this through electronic point-of-sale (POS) systems, digital forms, and automated inventory tracking. Each pet store sale is captured electronically with accurate data, quantities, and customer det...
	2. Data Organisation
	Once collected, informatics tools such as relational databases or data management systems help organise the sales data systematically. This dataset could be stored in a database where each transaction is a record with fields like date, item, quantity,...
	3. Data Analysis
	Informatics offers statistical software and machine learning tools that can analyse this sales data to discover trends or anomalies. For example, analysts could identify which items sell best, detect seasonal sales patterns, or segment customers by pu...
	4. Data Interoperability
	Through informatics standards and protocols (such as CSV, XML, or APIs), this sales data can be easily shared with accounting software, inventory management systems, or marketing platforms. This interoperability means that data collected at the point ...
	5. Data Visualisation
	Finally, informatics enables visualisation of this data through charts, dashboards, or interactive reports. For instance, a dashboard could display total sales by category over time, highlight top-selling items, or track customer purchase frequency. V...
	Data visualisation
	Question 21
	Data integrity refers to the accuracy, consistency, and reliability of data throughout its lifecycle, ensuring that it remains correct and unchanged unless properly modified. When data integrity is high the resulting information and data visualisation...
	Question 22
	Data visualisation aims to simplify understanding by converting complex data into visual formats. Visual tools serve two key purposes, identifying data patterns and clearly communicating insights. Visual tools such as graphs, charts, and maps help use...
	Reponses may also be in point:
	 Supporting decision-making – Visualisations help stakeholders quickly assess the current situation, compare options, and choose the most informed action (e.g. sales dashboards showing performance by region).
	 Simplifying complex data – Data visualisations condense large volumes of information into accessible visuals, helping users process data more efficiently without needing to interpret raw figures.
	 Highlighting relationships or correlations – Scatter plots or heat maps can show how variables relate to each other, revealing potential causes, trends, or anomalies.
	 Engaging the audience – Well-designed visuals attract attention and maintain interest, especially when storytelling is used to guide the viewer through the data.
	Question 23
	A bar graph the has a bar for average weekday screen time and average weekend screen time for each age child would be a suitable data visualisation.
	The visualisation would be best produced using a spreadsheet and then use it’s pivot table and pivot graph functionality. First import the data from the survey into a worksheet. Highlight the data and use the pivot table and pivot chart options.
	Each row in the pivot chart will be a different age in ascending order. There will be a column for age, column for average weekday and column for average weekend. In Excel this is accomplished by dragging the Age attribute to the Rows area of the Pivo...
	The final pivot chart will visually show the difference between weekday and weekend screen time for each age group. It also shows at a glance the relative differences between ages – perhaps old children spend more time in front of a screen for example.
	An excel spreadsheet “q23 screen time by age.xlsx” is included in the zip file with the online version of this exam for use with students when reviewing the exam after the security period. The following screenshot is from this spreadsheet.
	Question 24
	Intelligent systems
	Question 25
	Stock control within a retail enterprise. Historical sales data and the wholesale price of items is analysed to predict future sales and decide how much stock to carry at different time of the year. Some products, such as Christmas items, are very sea...
	Question 26
	The use of cameras with facial recognition in retail stores raises several ethical issues, particularly around privacy, consent, bias, and data security:
	Customers are entitled to a certain level of privacy even in public setting. This is a particular issue if customers are not aware they are being recorded or scanned by facial recognition systems. It can feel intrusive, especially when personal traits...
	There is balance between the retail store being able to detect theft and the privacy of customers. Perhaps seeking consent via signs at the entrance to the store will go some way to alleviating theft and privacy concerns. A potential thief is likely d...
	There is evidence showing the facial recognition software is less accurate for certain racial backgrounds and body types. This could lead to bias, false identification and false charges.
	Data security of the video and identification of customers resulting from the facial recognition system. Should a retail store be able to store such data in the first place, and how will they secure such data? Facial biometric data could potentially b...
	Question 27
	The components work together to automate and secure the system.
	The biometric scanner takes and image of the person and identifies particular facial features or analyses their fingerprints. It then looks a match with users in the system. If a match is found, then a signal is sent to the microcontroller in the rele...
	Motion sensors generally detect movement using infrared heat but may also detect sound waves. The sensor then closes a circuit attached to the microcontroller which in turn sends a digital signal to the intelligent system. Often when motion is detecte...
	The use intelligent security systems reduces the need for human guards and provides fast, secure, and traceable access control. The interaction between the system components helps ensure that only authorised individuals gain entry and unauthorised ent...
	Question 28
	An expert system that simulates a mechanic diagnosing an engine that won’t start mirrors the logical steps and knowledge of an experienced mechanic.
	An expert system typically includes the following components:
	 Knowledge base. This is where the system stores the mechanic’s knowledge, facts, and rules. For example it would include symptoms, such as “engine cranks but does not start. Also rules such as “if battery is charged and engine cranks and no spark th...
	 Inference engine: This the component that does the thinking. It uses the known facts and rules to reach conclusions. If a definitive conclusion cannot be reached then further questions will be needed to enable the inference engine to further interro...
	 User interface: The means by which the expert system communicates with the user to ask questions and provide advice.
	 Explanation mechanism: Expert systems are able to explain why they reach conclusions by examining each of the rules that fired. For example, the system can explain that as the engine cranks there is no issue with the starter motor.
	 Knowledge acquisition: This is for collecting the facts and rules. Often a knowledge engineer is engaged to logically code the expertise of the mechanic. The knowledge engineer works with the expert to create the knowledge base.
	Enterprise project
	Question 29
	A Gantt chart is a visual tool for planning and ensuring that enterprise projects are being completed to schedule, with different subprojects having different deadlines. A process diary may also be used by a team to records daily project activities an...
	Answers could also include:
	 Online collaboration
	 Budget
	 System flowcharts
	 Data flow diagrams
	 Decision trees
	Question 30
	Stakeholder feedback can reveal specific needs or unexpected issues related to a developing system, prompting teams to adjust timelines, budgets or features. Effective communication with stakeholders ensures user satisfaction in the development of a n...
	The prototyping system development approach can incorporate stakeholder feedback as a part of the development process. Stakeholders can experience a working model of a developing system and provide their input related to areas of function, efficiency ...
	Question 31
	Based on the decision tree displayed, users need to firstly authenticate themselves using their username credential. If a user is unable to remember their username information, then there is no way they can access this new system.
	When it comes to their password their appears to be a bit more flexibility. This may be at the discretion of each user, but if a user does not enter or remember their correct password, they are still able to access the system using multi-factor authen...
	While this method provides options to support user access, it may make using password authentication a bit redundant as it can be bypassed to access the system. It could also be seen as impacting the integrity of the MFA method, as not all factors are...
	Answers may also include and argument that correct username and password should allow users direct access to a system without the use of MFA.
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